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FOREWORD 

The National Institutes of Health (NIH) is an organizational 
component of the Department of Health and Human Services. In fis- 
cal 1 9 8 2  NIH received approximately $4 billion in budget author- 
ity. NIFI is the principal medical research facility of the federal 
government. The mission of NIH is to improve the health of the 
nation by increasing the understanding of the processes underlying 
human health and by acquiring new knowledge to prevent, detect and 
treat diseases . 

This technical summary is one of eleven volumes of detailed 
information that supports the overall Financial Management Profile 
for the Department of Health and Human Services (AFMD 84-15,  April 
9, 1 9 8 4 ) .  The technical summaries provide detailed information on 
the major organizational components of the Department of Health and 
Human Services (the Department), their financial management 
systems, and major internal control strengths and weaknesses in 
these systems, 

The financial management profile of the Department and the 
eleven technical summaries were prepared by GAO as a pilot test of 
a new audit approach--called Controls and Risk Evaluation (CARE)-- 
for ( 1 )  identifying and describing the financial management systems 
used by an agency and (2) assessing and ranking the internal con- 
trol strengths and weaknesses of the systems. This analysis is 
based on reviews of available systems documentation, discussions 
with agency personnel, and reviews of prior GAO and Inspector 
General reports. Tests were - not performed on actual information 
processed by and recorded in the systems, therefore, conclusions 
cannot be reached about whether the systems' internal controls were 
actually operating as designed. 

The information in this technical summary is intended for use 
in : 

--planning future tests and evaluation of the accounting and 
financial management systems at the National Institutes of 
Health. 

--monitoring the Institutes' efforts to implement the Federal 
Managers' Financial Integrity Act of 1982 ,  and 

--supporting and enhancing the understanding and application 
of the CARE-based methodology by designers, operators, and 
evaluators of agency and accounting and financial management 
systems, 

The technical summary provides a description of the financial 
management structure of NIH. Twenty financial management systems 
form the financial management structure of NIH. These systems are 
used to ( 1 )  control appropriated funds and other resources, (2) 
authorize the use of funds and other resources, and ( 3 )  capture, 
record, process, and summarize financial information related to the 



execution of budget authority. The profile also provides a 
detailed analysis of the twenty systems and identifies specific 
internal control strengths and weaknesses within each system. 

During the course of GAO's  survey agency officials were 
briefed .  The technical summary was provided to cognizant agency 
officials for their review and comment. Agency comments were con- 
sidered and changes were made where appropriate. The assistance 
and cooperation of agency management enhanced the successful com- 
pletion of the work. The results of the survey will be used by GAO 
as the basis for planning future reviews of NIH's financial man- P 

agement systems to ascertain if they conform to the Comptroller 
General's principles and standards for federal agencies. The 
technical summary is being provided to NIH to assist it in its e 

continuing efforts to improve financial management. 
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THE NATIONAL INSTITUTES OF HEALTH--ITS 
RESPONSIBILITIES, ACTIVITIES, AND FINANCIAL 

MANAGEMENT STRUCTURE 

The National Institutes of Health (NIH) is the principal medi- 
cal research component of the Department of Health and Human Serv- 
ices (Department). NIH is responsible for conducting and support- 
ing medical research in specified health areas. In fiscal 1982, 
NIA's budget authority was $ 4  billion. Based U P Q ~  our review and 
analysis, NIH's financial management structure is comprised of 20 
systems. 

In assessing the internal controls of these systems, we deter- 
mined that, except for the deficiencies noted below, the controls 
generally appeared adequate to ensure that accounting data is prop- 
erly captured, recorded and reported. However, controls did not 
appear adequate to ensure: 

--proper reporting of expenditures by contractors and 
grantees, and 

--proper correction of all errors. 

We have discussed this technical summary with NIH officials 
and they are aware of the deficiencies noted above. NIH agrees 
that they have no control over cash drawdowns of advanced cash to 
grantees because these responsibilities rest with the Departmental 
Federal Assistance Financing System. 

The objectives, scope, and methodology for our survey are 
discussed in appendix I. Appendix I1 lists the internal control 
strengths and weaknesses we identified in the financial management 
systems, and appendix I1 shows the interrelationship of these 
systems. Appendix IV lists the NIH systems that were not 
reviewed. Agency comments are contained in appendix V. 

RESPONSIBILITIES OF THE 
NATIONAL INSTITUTES OF HEALTH 

NIH is the principal medical research organization in the 
federal government. The mission of NIH is to improve the health of 
the nation by increasing the understanding of the processes under- 
lying human health and by acquiring new knowledge to prevent, 
detect and treat diseases. Specifically, NIH: 

--Supports research in universities, medical schools, hos- 
pitals and research institutions in this country and abroad. 

--Conducts research in its own laboratories and clinics. 



--supports training for the development of medical re- 
searchers. 

--Helps to develop and maintain research resources. 

--Identifies research results which can be applied to the care 
of patients and helps to transfer such advances to the 
health care system. 

--Prompts effective communication of health information to 
scientists, health practitioners and the publie, 

--Develops and recommends policies related to the conduct and 
support of biomedical research. 

NATIONAL INSTITUTES OF HEALTH 
ORGANIZATIONAL STRUCTURE 

NIH consist of the Office of the Director, 11 research 
institutes, 4 divisions, the Fogarty International Center, the 
Clinical Center, and the National Library of Medicine. The 
Director of NIH is responsible for the overall efficient and 
effective implementation of NIH programs. The Director provides 
overall leadership and maintains close liaison with the Department 
on matters relating to medical research, research training, health 
profession education and training, manpower resources, and 
biomedical communications. 

The other organizational components of NIH are responsible for 
the day-to-day operation of NIH programs. A brief description of 
these components follows. 

--National Cancer Institute conducts, contracts, and provides 
grants for research relating to the cause, prevention, 
diagnosis and treatment of cancer. 

--National Heart, Lung and Blood Institute is responsible for 
research relating to all aspects of cardiovascular diseases. 

--National Institute of Child H Z  
conducts and supports research on the productive, 
developmental, and behavioral processes determining the 
health of children, adults, families and populations. 

--National Institute of Dental Research is concerned with 
research pertaining to oral and dental diseases and 
conditions. 

--National Institute of Environmental Health Sciences 
investigates the effects of chemical, physical and biologi- 
cal environmental agents on human health. 
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--National Institute of General Medical Sciences supports 
i t i c s  to 
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pharmacology and systemic response to trauma and anesthesia. 

--National Institute of Neurological and Communicative 
Disorders and Stroke conducts and supports research on human 
neurological and communicative disorders such as Parkinson's 
disease, epilepsy, multiple sclerosis, deafness, and stroke. 

--National Eye Institute supports and conducts studies on the 
eye and visual systems. 

--National Institute of Allergy and Infectious Diseases is 
responsible for research of a wide variety of diseases 
believed to be attributable to infectious agents such as 

< bacteria, viruses, and parasites. 

--National Institute of Arthritis, Diabetes, Digestive and 
Kidney Diseases conducts and supports basic and clinical 
research into a variety of diseases associated with arthri- 
tis, metabolism (i.e.f diabetes) and the digestive process 
(e.g.f kidney disease). 

--National Institute on Aging is concerned with the aging pro- 
cess and the associated physical, psychological, and social 
factors related to advanced age. 

--Division of Computer Research and Technology provides 
computer research and service support to the various NIH 
biomedical research programs. 

--Division of Research Grants supports the Office of the 
Director by formulating grant and grant award policies and 
procedures. 

--Division of Research Resources provides general research 
support to clinical research centers, biotechnology research 
centers, and regional primate research centers. 

--Division of Research Services provides scientific, engineer- 
ing, and technical services in support of NIH activities 
(i.e., instrumentation design and development and research 
animal production). 

--John F. Fogarty International Center for Advanced Study in 
the Health Sciences fosters the exchange of biomedical 
intormation internationally and promotes discussion, study, 
and research on the development of science internationally. 

--Clinical Center brings scientists working in the centers' 
labs into close proximity with clinicians caring for 
patients so that they may collaborate on problems of mutual 
concern. 
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--National Library of Medicine serves as the nation's chief 
medical information source providing medical library ser- 
vices and on-line bibliographic search capabilities to the 
public, private agencies, organizations, institutes, and 
i nd iv id ual s . 

FINANCIAL MANAGEMENT STRUCTURE OF 
THE NATIONAL INSTITUTES OF HEALTH 

The financial management structure of the National Institutes 
of Health is composed of 20 systems. All 20 of these systems were 
reviewed in this survey. In addition, NIH runs 4 1  other systems 
which provide NIH management with various analyses and reports on 
grants and other management information. Basically, these remain- 
ing systems manipulate the information contained in the 20 finan- 
cial management systems. These other systems, which were not 
reviewed because of limited resources and timeframes, are listed in 
appendix IV. A brief description of the 20 financial management 
systems follows. 

--NIH Central Accounting System captures all financial trans- 
actions, maintains a general ledger and other related files, 
produces a series of external and internal reports related 
to the results of NIH's financial operations, and controls 
NIH's budget authority. 

--Nonexpendable Personal Property System maintains the 
personal property subsidiary ledger which records and con- 
trols the personal property of NIH (i.e. typewriters, 
cameras, adding machines, etc.). The system maintains 
detailed property records including cost, location and 
status of property. 

--Administrative Data Base System is used to control the pro- 
curement of goods and services, requisition and receipt of 
goods and services, and payment of corresponding expenses. 

--Information for Management Planning Analysis and 
Coordination (IMPAC) is a computer based system which re- 
cords external NIH research grant obligations. This system 

~ 

w maintains information on research grants, research con- 
tracts, research fellowships, training grants, and National 
Library of Medicine programs. 

--Service and Supply Fund is used to record and control ser- 
vices and supply costs incurred by NIH organizations. The 
Fund uses 16 separate systems--14 automated and 2 manual--to 
record disbursements and casts for services and materials 
and to allocate those costs to the various NIH organiza- 
tions. For example, if the National Eye Institute requires 
photographic services, the Service and Supply Fund would 
record appropriate charges received from the Photographic 
Billing System for the services and materials used. The 
National Eye Institute's account would be charged for the 
appropriate expense. 

2 
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The 16 systems comprising the Service and Supply Fund are 
listed below. The title of each of the systems denotes what type 
of disbursements and costs the system controls. A description of 
each system and the costs it controls is presented later in this 
chapter. The systems are: 

--Shop Stores Billing Systems (facilities management) 

--Supply Operations Branch Billing System (NIH self-service 
stores) 

--Postal Services Billing System 

--Biomedical Engineering and Instrumentation Branch Billing 
System 

--Division of Computer Research and Technology (DCRT) Project 
Accounting System 

--Personal Property Billing System 

--Design Billing System 

--Glassware Billing System 

--Graphics Billing System 

--Large Research Animal Billing System 

--Photography Billing System 

--Printing and Reproduction Billing System 

--Scientific Equipment Rental Billing System 

--Small Animal Billing System 

--Tissue Culture and Bacteriological Media Billing System 

--Procurement Branch Billing System 

All systems are automated with the exception of the Large 
Research Animals Billing System and the Tissue Culture and 
Bacteriological Media Billing System. A synopsis of the 20 
financial management systems in NIH follows. 

CENTRAL ACOUNTING SYSTEM 

The Central Accounting System (CAS) maintains NIH's general 
ledger accounts; produces internal financial reports and external 
financial reports required by Treasury, Office of Management and 
Budget, and the Congress; and provides for the administrative 
control of NIH's appropriated funds. CAS has been operational 
since 1972 and uses computer equipment located in NIH's Bethesda, 
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Maryland computer center. The system inputs, processing, outputs 
and related internal control strengths and weaknesses are discussed 
below. 

system inputs 

Inputs to CAS are received on a daily, bi-weekly, monthly, and 
annual basis. CAS receives input in the form of hardcopy documents 
as well as machine media files from other automated systems. 
Daily, CAS receives documents relating to procurement, supply, ser- 
vice, travel, training, and grant and contract award transactions. 
A magnetic tape file of payroll cost information is received on a 
bi-weekly basis. Machine media files relating to grantee and con- 
tractor cash payments and expenditures, Service and Supply Fund, 
and personal property transactions are received on a monthly 
basis. Documents relating to NIH's appropriated funds are received 
annually, although adjustments are made during the fiscal year as 
they occur. 

The format of data input is: 

--Appropriation authority (i.e., Allotment of Advice and 
Allotment of Allowance) on hardcopy documents from the 
Office of Assistant Secretary for Health. 

--Procurement, supply, and service transactions (i.e., pur- 
chase orders) on hardcopy documents from the procurement 
offices within NIH. 

--Inventory information from the Automated Materials Manage- 
ment System via magnetic tape. 

--Written travel orders and training authorization documents 
from NIH organizational components. 

--Grant and contract award documents from NIH organizational 
components. 

--Payroll information on a magnetic tape from HHS's Central 
Payroll System. 

--Cash advances to and expenditures by grantees and contrac- 
tors on machine media files from the Departmental Federal 
Assistance Financing System (DFAFS). 

--Supply and services transactions from the 1 4  systems of 
NIH's Service and Supply Fund on magnetic tape. 

--Personal property transactions on hard copy documents from 
NIH's automated Personal Property System. 

Several methods are used to transmit the input data. Hardcopy 
documents are sent by mail to NIH's Department of Financial Manage- 
ment. One NIH field office--the field office in Research Triangle 
Park, North Carolina--transmits transaction information by computer 
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terminal to NIH's Bethesda, Maryland, computer center. The 
information transmitted by computer terminal is stored on a 
magnetic disk file until it is needed for processing by CAS. 

Documents containing information on procurementp supply, ser- 
vi'ce, travel, training, and grant and contract award transactions 
are received and reviewed by staff in NIH's Division of Financial 
Management for completeness and are entered into the computer via 
on-line terminals for processing by CAS. The Department of 
Financial Management staff keys NIH Headquarters' transaction 
information on a daily basis. The CAS stores this information on a 
magnetic disk file for later processing. 

Access to the CAS and its automated accounting files is con- 
trolled by a system of user passwords and transaction codes. User 
passwords identify individuals authorized to enter accounting 
information into the system and screen out unauthorized system 
users. Transaction codes limit the kinds of information that can 
be entered into the system. Based on a particular transaction code 
entered into the system, the CAS will ask/prompt the computer ter- 
minal operator for information the operator is authorized to in- 
put. Overall, CAS is designed to recognize about 368 transaction 
codes . 
System processing 

example, procurement, supply, service, travel, training, grant and 
contract award information is processed on a daily basis. Each 
night CAS processes transaction information received during the 
day. The first step in CAS processing is to produce a transaction 
file. To build this file, CAS consolidates the following files: 

Transaction information is processed as it is received. For 

--The magnetic tape files of transactions created by the Divi- 
sion of Computer Research and Technology. 

--The magnetic disk file of transactions created by the 
Department of Financial Management staff. 

--The magnetic disk file of transactions created in NIH's 
field office in Research Triangle Park, North Carolina. 

When the bi-weekly magnetic tape file is received from the 
central payroll system, the information on that file is also 
included on the merged transaction file discussed above. 
Similarly, when the monthly magnetic tape files are received from 
DFAFS, Materials Management Systm, and the 16 billing systems of 
NIH's Service and Supply Fund, the information on these magnetic 
tape files is also included on the merged transaction file 
previously discussed. 
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After CAS creates the daily transaction file, the information 
is edited for completeness and accuracy. CAS performs about 70 
edit checks. These computer edit checks can be grouped into the 
following categories: 

--Alpha/numeric edits check the reasonableness of information 
in a transaction. For example, a:pha/numeric edits would 
check whether the second and third characters in a document 
name, identifying the originating procurement organization, 
are alphabetic or whether all characters in a requisition 
number were numeric. 

--Relational edits test the accuracy of one item of infor- 
mation against a related item of information in a transac- 
tion. For example, for a procurement transaction, a 
relational edit check would be to determine if the effective 
date entered for a vendor authorization to deliver or 
perform was within the current fiscal year. 

--Transaction verses reference file edits test the accuracy of 
information in a transaction in relation to standard items 
of information recorded in automated reference files. These 
reference files are discussed below in more detail. 

CAS uses the following automated reference files to validate 
information in transaction records: 

--Miscellaneous Code Description File provides a list of all 
valid codes of the system and the associated alphabetic 
descriptions. 
serve as edits of the input data. For example, this file 
includes a list of valid object class codes and common 
accounting number (CAN) tables providing a list of all CANS 
recognized by the system and a complete set of data elements 
associated with each CAN. 

It is-comprised of a set of tables which 

--Open Document File is an on-line file which contains all 
obligational documents--contracts, grants, purchase orders, 
and travel orders--which are classed 'Iopen" in the system, 
i.e. those documents for which final disbursement or other 
action has not been made. This file shows the status of 
commitments, obligations, and accurals which have not been 
fully disbursed. 

v 

I t .  --Allotment/Allowance Register File shows the unobligated 
balance for NIH's spending authority by organization. This 
file is used to validate the availability of funds. 

--Indirect Cost File contains indirect costs (costs to NIH 
institutes to support grants). 

Transactions which do not pass the above discussed edits are 
returned on a daily basis to the originator along with appropriate 
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error messages for correction and resubmission to CAS for 
reprocessing. In addition, CAS controls rejected transactions by 
recording them on an error suspense file. Specifically, only the 
segment of the transaction in error is rejected and is written to 
an error file. This data will remain on the error file until it 
has been corrected and reentered for processing. When a transac- 
tion is reentered into CAS and it passes all edits, it is compared 
with the error file. If the transaction has been corrected, it is 
removed from the error file and processed through the system. 

t After all transactions have been edited, CAS updates three 
accounting files; the general ledger, the allotment ledger and the 
detail transaction history file. The general ledger file contains 
all the general ledger accounts which reflect the assets, liabili- 
ties, government equity, expenses, and income for all NIH appropri- 
ations. This file is updated at least monthly. The allotment led- 
ger file contains the status of funds and is used to preclude 
violations of the Anti-Deficiency Act. The detailed transaction 
history file contains a historical record of all valid accounting 
transactions. 

0 

System outputs 

The Central Accounting System generates approximately 100 
internal reports and about 7 external reports. The principal auto- 
mated documents produced for accounting branches to use in recon- 
ciliation of accounts are the weekly report of detailed transac- 
tions (the "12" report) and the error listing. The " 1 2 "  report 
provides the staff of the program and operating organizations with 
data to verify the processing of each transaction which relates to 
their organization. The error listings are returned after trans- 
action processing from the Division of Computer Research and Tech- 
nology (DCRT) to the Division of Financial Management accounting 
branches for correction and resubmission of transactions as 
necessary . 

In addition to generating a series of periodic hardcopy re- 
ports, the system produces magnetic tapes as input into the fol- 
lowing systems. 

--DFAFS receives a tape which contains NIH grant obligations. 

--Information for Management Planning Analysis and 
Coordination Svstem (IMPAC) receives a taoe of indirect 
costs for eachLresearch grant award and a-tape of every 
external award and all interagency agreements. 

--Vendor History System receives a tape of all partial and 
final disbursement transactions. 

In addition to the above listed magnetic tape files, CAS produces a 
tape which is used by Treasury to issue disbursement checks--e.g., 
payments to vendors for goods and services received and travel 
advances. 
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Q u e s t i o n n a i r e  r e s u l t s  for t h e  s u r v e y  
of a c c o u n t i n a  and ADP rer>ort r e c i D i e n t s  

I n  March 1983, t h e  GAO s e n t  a q u e s t i o n n a i r e  to  r e c i p i e n t s  of 
a c c o u n t i n g  and ADP reports g e n e r a t e d  by CAS. The s u r v e y  i n v o l v e d  
t h r e e  major i s s u e s :  report  u s a g e ,  repor t  a c c u r a c y  and r epor t  
t i m e l i n e s s .  Of t h e  209 N I H  r e s p o n d e n t s  156 (or  7 5  p e r c e n t )  
r e p o r t e d  t h a t  t h e y  used  t h e  reports ;  2 (o r  1 p e r c e n t )  d i d  n o t  u s e  
t h e  reports;  and 51 (o r  2 4  p e r c e n t )  n e v e r  r e c e i v e d  t h e  reports. Of 
t h e  156 who used  t h e  reports,  152 (o r  97 p e r c e n t )  found t h e  reports 
t o  be b o t h  a c c u r a t e  and  t i m e l y .  O v e r a l l ,  t h e  reports  p roduced  by 
CAS appear t o  b e  u s e f u l ,  a c c u r a t e  and  t i m e l y .  

I n t e r n a l  C o n t r o l  S t r e n g t h s  
and Weaknesses  

The i n t e r n a l  c o n t r o l s  i n  CAS g e n e r a l l y  appear a d e q u a t e  t o  
e n s u r e  t h a t  a c c o u n t i n g  d a t a  e n t e r e d  is  p r o p e r l y  c a p t u r e d ,  r e c o r d e d  
and  r e p o r t e d .  The i n t e r n a l  c o n t r o l  s t r e n g t h s  are d i s c u s s e d  below. 
To b e t t e r  u n d e r s t a n d  how e a c h  s y s t e m  s u r v e y e d  a t  N I H  r e l a t e s  t o  t h e  
o v e r a l l  f i n a n c i a l  management s t r u c t u r e  see t h e  f l o w c h a r t  i n  
Appendix 11. Appendix I11 d i s c u s s e s  c o n t r o l  o b j e c t i v e s  and  t h e  
c o n t r o l s  i n  place t o  meet these  o b j e c t i v e s  a l o n g  w i t h  s y s t e m  
w e a k n e s s e s  i f  t h e  o b j e c t i v e s  are n o t  met. 

The k e y  i n t e r n a l  c o n t r o l  f e a t u r e s  i n c l u d e d  i n  N I H  C e n t r a l  
A c c o u n t i n g  Sys t em are: 

--User passwords and  t r a n s a c t i o n  codes t h a t  ( 1 )  i d e n t i f y  
i n d i v i d u a l s  a u t h o r i z e d  to  e n t e r  a c c o u n t i n g  i n f o r m a t i o n  i n t o  
t h e  s y s t e m  and  s c r e e n  o u t  u n a u t h o r i z e d  s y s t e m  users and  
( 2 )  l i m i t  t h e  k i n d s  o f  i n f o r m a t i o n  t h a t  c a n  b e  p o s t e d  t o  t h e  
s y s t e m ' s  f i l e s .  

--Record c o u n t s  for  a l l  documen t s  i n  a b a t c h  showing b o t h  t h e  
number o f  documents  t o  be  p r o c e s s e d  and d o l l a r  t o t a l  o f  
t r a n s a c t i o n  i n f o r m a t i o n  i n  e a c h  ba tch ,  i .e. t o t a l  d o l l a r s  
f o r  a l l  t r a n s a c t i o n s .  B a t c h  c o n t r o l  numbers ,  which  i n c l u d e  
a d a t e  and  t w o - d i g i t  i d e n t i f i e r ,  are a s s i g n e d  t o  each b a t c h .  

--Computer ed i t s  of a c c o u n t i n g  t r a n s a c t i o n  i n f o r m a t i o n  s e n t  i n  
by computer t e r m i n a l s  t o  v e r i f y  t h e  c o m p l e t e n e s s ,  a c c u r a c y  
and v a l i d i t y  o f  t r a n s a c t i o n  i n f o r m a t i o n  and t o  re jec t  incom- 
p l e t e ,  i n a c c u r a t e ,  and i n v a l i d  t r a n s a c t i o n  i n f o r m a t i o n .  

--An a u t o m a t e d  error f i l e  o f  r e j e c t e d  t r a n s a c t i o n s .  T h i s  f i l e  
c o n t a i n s  a l l  error t r a n s a c t i o n s  which  were e n t e r e d  i n t o  t h e  
s y s t e m  and d i d  n o t  meet e d i t  c r i te r ia .  
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NIH'S FEEDER SYSTEMS 

Besides CAS there are 19 feeder systems that process financial 
data that we included in our survey. These systems interface with 
the NIH's CAS, and their inputs, processing, outputs and internal 
control strengths and weaknesses are discussed below. 

Nonexpendable Personal Property System 

The Nonexpendable Personal Property System maintains the 

personal property at NIH. It maintains detailed property records 
on the cost, location and status of the property. The system is 

t maintained by the Property Accountability Section of the Personal 
Property Branch, which is the central recordkeeping activity for 
all NIH-owned property which includes property in the possession of 
research contractors. Currently, the NIH nonexpendable inventory 
(typewriters, cameras, adding machines, desks) consists of 
approximately 101,000 items valued at $275 million. 

* personal property subsidiary ledger which accounts for and controls 

System inputs 

The major input to the Property System is the information on 
purchase orders. The Accountability Section receives and screens 
each purchase order created by the Procurement Branch. The screen- 
ing is performed to determine which documents contain nonexpendable 
property. These purchase orders are placed in a pending file until 
receipt of the requisitioned item. Then appropriate information is 
entered into the Property System by computer terminal. In addi- 
tion, all property transaction documents (property dispositions, 
transfers, cost adjustments, results of boards of survey, etc.) are 
used to update the data base. 

Controls over input data are similar to those utilized by 
CAS. The Property System has user passwords to control access to 
the system and it uses transaction codes to limit the information 
that can be entered and retrieved by the user. 

System processing 

Y As requisitioned items are received, an Accountability 
Section employee stationed in the property receiving area affixes 
a decal to the property which shows the item's serial number. The 

% serial number is also recorded on a copy of the purchase requi- 
sition and forwarded to the Property Accountability Section, where 
the information is transferred to coding sheets and entered via 
terminal into the Property System, creating a property record. A 
terminal is also used daily to update the property records for 
property additions, deletions, and cost adjustments. 
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P r o c e s s i n g  c o n t r o l s  w i t h i n  t h e  P r o p e r t y  Sys t em g e n e r a l l y  f o l -  
l o w  those p r e v i o u s l y  described for  CAS.  Edit checks s i m i l a r  t o  
t h o s e  found i n  t h e  CAS ( a l p h a / n u m e r i c ,  r e l a t i o n a l ,  t r a n s a c t i o n  
v e r s e s  r e f e r e n c e  f i l e  e d i t s )  are  p r e s e n t  i n  t h e  P r o p e r t y  Sys tem.  
However, t h e  P r o p e r t y  Sys t em d o e s  n o t  m a i n t a i n  a f i l e  l i s t i n g  o f  
r e j e c t e d  i n p u t  d a t a ;  t h u s ,  t h e r e  is  no  au tomated  c o n t r o l  t o  e n s u r e  
a l l  r e j e c t e d  t r a n s a c t i o n s  a re  c o r r e c t e d  and r e e n t e r e d  i n t o  t h e  
s y s t e m  for r e p r o c e s s i n g .  

System o u t p u t s  

The P r o p e r t y  A c c o u n t a b i l i t y  S e c t i o n  compiles s t a t i s t i c a l  d a t a  
and o t h e r  p r o p e r t y  reports  o n  a m o n t h l y ,  a n n u a l ,  and r e q u e s t  b a s i s  
for i n t e r n a l  u s e .  The P r o p e r t y  U t i l i z a t i o n  S e c t i o n  o f  t h e  P e r s o n a l  
P r o p e r t y  Branch  u s e s  t h e  P r o p e r t y  Sys tem t o  m o n i t o r  t h e  u t i l i z a t i o n  
and  d i s p o s a l  o f  p r o p e r t y  t h r o u g h o u t  N I H .  E x c e s s  p r o p e r t y  is 
r e p o r t e d  t o  t h e  PHS, t h e  Depar tmen t ,  and GSA. A l s o ,  v a r i o u s  
reports r e q u e s t e d  f rom PHS, t h e  Depar tmen t ,  GSA, t h e  C o n g r e s s  are 
p roduced  by t h e  P r o p e r t y  Sys tem.  

I n t e r n a l  c o n t r o l  s t r e n g t h s  
and w e a k n e s s e s  

I n t e r n a l  c o n t r o l s  i n  t h e  Nonexpendable  P r o p e r t y  Sys tem 
g e n e r a l l y  appear a d e q u a t e  t o  e n s u r e  t h a t  p e r s o n a l  p r o p e r t y  t r a n s a c -  
t i o n s  are a c c u r a t e l y  r e e n t e r e d  i n t o  t h e  s y s t e m .  S p e c i f i c  i n t e r n a l  
c o n t r o l  s t r e n g t h s  and  weaknesses  f o l l o w s .  The k e y  i n t e r n a l  
f e a t u r e s  o f  t h e  P r o p e r t y  Sys tem are:  

--User p a s s w o r d s  and t r a n s a c t i o n  c o d e s  ( 1 )  i d e n t i f y  t h e  i n d i -  
v i d u a l s  a u t h o r i z e d  t o  e n t e r  i n f o r m a t i o n  i n t o  and  r e t r i e v e  
i n f o r m a t i o n  f rom t h e  s y s t e m ,  s c r e e n i n g  o u t  u n a u t h o r i z e d  
u s e r s  and  ( 2 )  l i m i t  t h e  k i n d s  o f  i n f o r m a t i o n  t h a t  c a n  be 
p o s t e d  t o  t h e  s y s t e m ' s  f i l e s .  

--Computer e d i t s  v e r i f y  t h e  c o m p l e t e n e s s  and  a c c u r a c y  of prop- 
e r t y  t r a n s a c t i o n s  and r e j ec t  i n c o m p l e t e  and  i n a c c u r a t e  
t r a n s a c t i o n s .  

The k e y  i n t e r n a l  c o n t r o l  weakness  is t h e  a b s e n c e  o f  a n  a u t o -  
mated r o t a t i n g  error f i l e  t o  e n s u r e  a l l  rejected t r a n s a c t i o n s  are 
c o r r e c t e d  and  r e e n t e r e d  i n t o  t h e  s y s t e m  f o r  r e p r o c e s s i n g .  

A d m i n i s t r a t i v e  Data Base Sys tem 

and s u p p l y  processes. The s y s t e m  c o n t r o l s  t h e  r e q u i s i t i o n  and  
receipt of g o o d s  and s e r v i c e s  and  t h e  e s t a b l i s h m e n t  and  payment  of 
c o r r e s p o n d i n g  expenses.  For f i s c a l  1 9 8 2 ,  t h e  s y s t e m  c o n t r o l l e d  
approximately $139 m i l l i o n  i n  e x p e n d i t u r e  a u t h o r i t y .  I n  a d d i t i o n ,  
t h e  s y s t e m  is used  t o  r e s p o n d  t o  i n t e r n a l  and  e x t e r n a l  r e p o r t i n g  
r e q u i r e m e n t s .  

The A d m i n i s t r a t i v e  Data Base Sys tem s u p p o r t s  t h e  p r o c u r e m e n t  

#- 

*I 
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System i n p u t s ,  p r o c e s s i n g ,  o u t p u t s  and i n t e r n a l  c o n t r o l  s t r e n g t h s  
and weaknesses  a re  d i s c u s s e d  below. 

Sys tem i n w t s  

Procurement  and  r e c e i v i n g  d a t a  e n t e r e d  i n t o  NIH's 
A d m i n i s t r a t i v e  Data Base Sys tem c a n  be c a t e g o r i z e d  as c e n t r a l i z e d  
or d e c e n t r a l i z e d .  I n  c e n t r a l i z e d  d a t a  e n t r y ,  d a t a  is e n t e r e d  v i a  
t e r m i n a l  from a c e n t r a l  p o i n t .  C e n t r a l i z e d  d a t a  e n t r y  c o v e r s  N I H  
o r d e r i n g  o f f i c e s  t h a t  have  n o t  been  g i v e n  a u t h o r i t y  t o  e n t e r  t h e i r  

c o v e r s  N I H  o r d e r i n g  o f f i c e s  t h a t  have  t h e  c a p a b i l i t y  and a u t h o r i t y  
to  e n t e r  t h e i r  own p rocuremen t  and r e c e i v i n g  d a t a  d i r e c t l y  i n t o  t h e  
System. 

* own p rocuremen t  and r e c e i v i n g  da ta .  D e c e n t r a l i z e d  d a t a  e n t r y ,  

r 

System p r o c e s s i n g  

The work f l o w  o f  c e n t r a l i z e d  and d e c e n t r a l i z e d  ADP o r d e r s  are 
s l i g h t l y  d i f f e r e n t .  However, t h e  o r d e r / r e c e i p t / p a y m e n t  process f o r  
goods  and s e r v i c e s  vi11 f o l l o w  t h e  same b a s i c  steps: 

--The r e q u i s i t i o n  or p u r c h a s e  o r d e r  is p r e p a r e d  by t h e  o r d e r -  
i n g  o f f i c e .  

--The o r d e r  is  e n t e r e d  i n t o  t h e  A d m i n i s t r a t i v e  Data Base by 
t h e  o r d e r i n g  o f f i c e ' s  a d m i n i s t r a t i v e  p e r s o n n e l  or by t h e  
c e n t r a l  p rocuremen t  p o i n t .  

--The order is r e c e i v e d  by t h e  o r d e r i n g  o f f i c e  e i t h e r  d i r e c t l y  
or v i a  s h i p p i n g  and  r e c e i v i n g .  

--The r e c e i p t  is  e n t e r e d  i n t o  t h e  A d m i n i s t r a t i v e  Data Base by 
t h e  o r d e r i n g  o f f i c e  or by t h e  c e n t r a l  p o i n t .  

--The vendor  s e n d s  a n  i n v o i c e  f o r  t h e  commodity o r  s e r v i c e .  

--The D i s b u r s i n g  S e r v i c e s  S e c t i o n ,  D i v i s i o n  of F i n a n c i a l  Man- 
agement v e r i f i e s  t h a t  NIH h a s  a c t u a l l y  r e c e i v e d  t h e  o r d e r e d  
i t e m  o r  s e r v i c e  and s c h e d u l e s  payment t r a n s a c t i o n s  to  
T r e a s u r y  f o r  payment.  

When goods  and  s e r v i c e s  are r e c e i v e d ,  t h e  o r d e r i n g  o f f i c e  
e n t e r s  t h e  r e c e i v i n g  da t a  d i r e c t l y  i n t o  t h e  s y s t e m  v i a  t e r m i n a l ,  

* which g e n e r a t e s  a n  a c c o u n t s  p a y a b l e  t r a n s a c t i o n  tape a s  d a i l y  i n p u t  
i n t o  CAS. Vouchers  t h a t  are c e r t i f i e d - . f o r  payment a re  e n t e r e d  i n t o  
t h e  s y s t e m  v i a  da t a  e n t r y  by t h e  Accoun'ts P a y a b l e  S e c t i o n .  
payment t r a n s a c t i o n  tape is g e n e r a t e d  by  t h e  s y s t e m  and is  e n t e r e d  
i n t o  CAS o n  a d a i l y  b a s i s  to i n i t i a t e  payments .  

* 

A 

Sys tem o u t p u t s  

The A d m i n i s t r a t i v e  Data Base System g e n e r a t e s  a series o f  
p e r i o d i c  ha rdcopy  reports s u c h  as a S t a t i s t i c s  Report, 
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Purchase Order Document Register, Procurements by Clerk ID Report, 
Requisition Weekly Report and Vendor Report. These reports are 
used to monitor the procurement of supplies. In addition, the 
system produces an accounts payable and a payment transaction tape 
for CAS. 

Internal control strengths and 
weaknesses 

Our survey of the NIH Administrative Data Base System did not 
disclose any obvious internal control weaknesses. The key internal 
control features of the system are: 

--A security keylock feature which improves data processing 
security by locking the terminal and allowing only author- 
ized operators (those issued keys) to operate them. 

--User passwords for identifying individuals authorized to 
enter and retrieve information and for screening out 
unauthorized users. 

--Computer edits of transactions to verify the completeness, 
accuracy and validity of transactions and to reject incom- 
plete, inaccurate and invalid transactions. 

Information for Management Planning 
Analysis and Coordination System (IMPAC) 

The Information for Management Planning Analysis and Coordina- 
tion System (IMPAC) maintains and reports information on NIH 
grants. For fiscal 1 9 8 2  IMPAC accounted for $ 3 . 2  billion of the $4 
billion NIH budget. The system's inputs, processing, outputs and 
internal control strengths and weaknesses are discussed below. 

System inputs 

Inputs to IMPAC are made on a daily and weekly basis. Daily, 
IMPAC receives input of data from research grant applications. 
Approximately 4 3 , 0 0 0  grant applications for NIH support are 
processed through the IMPAC system each year. The Statistics 
Analysis Branch enters data from the face and the budget pages of 
each application into IMPAC via terminal. That branch also enters 
the recommendations on the application's merit from the initial 
review groups and NIH Bureaus, Institutes and Divisions' into 
IMPAC. Weekly, IMPAC receives a magnetic tape of the costs of NIH 
institutes to support the grant programs (indirect costs) from CAS. 

System processing 

A list of applications arid the recommendations on those appli-  
cations is produced by IMPAC and sent to the appropriate institute 
(award unit) for award action. The grant management officer i n  the 
award unit then uses IMPAC to produce the award documentation which 
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is then authenticated. Copies of the award are sent to the Statis- 
tics Analysis Branch and to the Division of Financial Management. 
Daily, the Statistics Analysis Branch releases obligation transac- 
tions to CAS. 

For the operation of the IMPAC system, the following files are 
required: 

--Pending and Open Master Files are both stored on dis#s. 
The Pending file contains all records that are in the pro- 
cess of review prior to award or final action. The Open 
Master file contains all records of the current year and the 
past fiscal year on which awards were made or other final 
action has been taken. 

--Institute Profile file is linked to the masterfile 
through an institution number when it is necessary to 
retrieve information related to NIH grantee institutions. 

--Project Address file is linked to the masterfile during 
the review and award process to pick up the entity number 
and the addresses required in the preparation of the Notice 
of Grant Awards. 

--Trainee file contains information on trainees appointed 
under N I H  training grants and serves as the major source of 
data for reporting on the progress and status of the train- 
ing grant program. 

--History file is maintained on magnetic tape because of 
its size and infrequent use. It contains almost 4100,000 
records and periodically the open file is purged to the 
history file. 

Svstems outDuts 

Besides the award process information previously discussed, 
IMPAC produces a weekly, bi-weekly and monthly series of ,reports on 
awards made and active grants. The reports generated are in the 
form of listings, magnetic tape, and microfilm. The listings of 
statistical data used in the award process are made a part of the 
grant award review groups' minutes. Magnetic tapes of the IMPAC 
data base are prepared on a recurring basis and forwarded to the 

I appropriate awarding unit for additional processing unique to the 
awarding unit's requirements. Other organipations which routinely 
receive IMPAC tapes are: ( 1 )  Office of Grants and Procurement Man- 
agement and (2) the Office of the Assistant Secretary for Health. 
Microfilm of the data base is maintained by the Project Control 
Section, Referral Branch. This branch uses the microfilm to deter- 
mine if an applicant has any current applications or any current * 

grant support. 

.t 

In addition, each night IMPAC releases to CAS obligation 
transactions in machine media form (a magnetic disc file) which 
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includes data such as dollars,CAN, object class, etc. A hardcopy 
document of this data is also sent to the Division of Financial 
Management . 

Internal control strensths and 
weaknesses 

IMPAC authorizes grant awards but does not record or control 
cash drawdowns by grantees or grantee expenditure reports. The 
Departmental Federal Assistance Financing System records and 
controls grantee cash drawdowns and expenditure reports. There- 
fore, the management of cash advances to grantees is not under t h e  
full control of NIH. 

Service and supply fund 

The N I H  Service and Supply Fund uses 16 systems to bill the 
cost of services and supplies provided to NIH's Institutes and 
Research Divisions. The 16 automated systems are described below. 

--Shops Stores Billing System 

The Shops Stores Billing System is an automated system 
operated by the Division of Engineering Services. This 
Division has responsibility for NIH-wide facilities manage- 
ment programs, which provide engineering, craft, and labor 
services in the operation and maintenance of the NIH 
building and grounds. 

The system maintains an inventory of all material issued for 
use by the Division on the various facility maintenance jobs 
it performs. The system bills the appropriate Institute, 
Division, etc., for incurred cost. Total billings for 
fiscal 1982 were approximately $ 6 . 6  million. 

--Sur>Dlv OPerations Branch 

The Supply Operations Branch Billing System is an automated 
system which handles the sale, distribution and billing of 
items at NIH's four self-service stores. The various NIH 
activities can obtain items from the self-service stores by 
submitting an NIH internal form to the Supply Operations 
Branch Data Processing Section or by direct purchase from 
the self-service stores using an NIH credit card. Total 
sales in fiscal 1982  were about $21 million. 

--Postal Service Billing Systems 

The Postal Services Billing System is a part of the Supply 
Operations Branch Billing System. This system is used to 
charge postal expenses to the various users. Billings under 
this system are included in the $ 2 1  million above. 
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--Personal Property Billing System 

The Personal Property Billing System is an automated system 
to bill for personal property acquired by the various insti- 
tutes and Departments. The system had billings of about 
$800,000 in fiscal 1982. 

--DCRT Project Accounting System 

The Division of Computer Research and Technology (DCRT) Pro- 
ject Accounting System is an automated system which records 
and bills the charges for computer services provided to 
internal and external N I H  customers. For operation of this 
system, a master file and history file are used. During 
fiscal 1982,  billings were about $32.5  million. 

--BEIB Billing System 

The Biomedical Engineering and Instrumentation Branch 
Billing System is an automated system designed to assist 
management in the daily control of the stock inventory and 
the charges incurred in the repair of medical equipment for 
the various activities. Total billing in fiscal 1982 were 
over $ 4  million. 

--Design Billing System 

The Design Billing System is maintained and operated by the 
Division of Research Services. 
Bureaus, Institutes, and Divisions for design services 
provided, such as cover designs for booklets and pamphlets 
and brochure and movie title designs. During fiscal 1982 
billings totaled about $ 1  million. 

The system bills NIH 

--Glassware and Graphic Billing Systems 

The Glassware and Graphic Billing systems are separate 
systems which operate similar to the Design Billing System. 
The Glassware System is operated by the Division of Safety. 
The Graphics System is operated by the Divison of Research 
Services. Each system bills appropriate NIH activities for 
services provided. During fiscal 1982 the Glassware system 
had billings of about $800,000 and the Graphic system had 
billings of about $2  million. 

--Large Research Animals Billing System 

The Large Research Animals Billing System is primarily a 
manual system that bills various institutes for their use of 
large research animal services. The system is maintained 
and operated by the Central Services Accounting Branch. The 
Branch does not have any documentation available on the 
system. Billings for fiscal 1982 were about $2.4 million. 

17 



--Photography Billing System 

The Photography Billing System is an automated system that 
provides accountability for photography products issued to 
various NIH activities and bills them for services pro- 
vided. Total billings for fiscal 1983 were about $1.2  
mill ion . 

--Printing and Reproduction Billing System 

The Printing and Reproduction Billing System is an automated 
system that bills NIH institutes and offices for services 
provided them by the Printing and Reproduction Branch. For 
fiscal 1982 the system recorded total billings of about 
$12.5 million. 

--Scientific Equipment Rental Billing 
Svstem and Small Animal Billins 
System 

The Scientific Equipment Rental Billing System and the Small 
Animal Billing System are similar to the Design Billing Sys- 
tem. The Scientific Equipment Rental and the Small Animal 
Billing systems are operated by the Division of Research 
Services and each system bills appropriate NIH activities 
for services provided. During fiscal 1982 the Scientific 
Equipment Rental system had billings of about $ 1 . 1  million 
and the Small Animal system had billings of about $ 4  
million. 

--Tissue Culture and Bacteriological 
Media Billing System 

The Tissue Culture and Bacteriological Media Billing System 
is a manual system that bills NIH activities for tissue cul- 
ture media services. For FY 8 2 ,  total billings were about 
$1.28  million. At the present, no documentation exists for 
this system. 

--Procurement Branch Billing System 

The Procurement Branch Billing System is an automated system 
used to record the cost to process procurement orders. Dur- 
ing fiscal 1982,  total billings were about $5 million. 

Subsvstem's Inouts, 
Processing and Outputs 

Each of the 14  automated billing systems of the Service and 
Supply Fund function in a similar manner. A work request or a 
supply request is received by NIH's Service and Supply Fund from 
the NIH organization ordering the goods or services. Detailed 
information on the work or supply request is recorded in the 
appropriate billing system via terminal. The type, quantity and 
cost of materials, labor expense, and the user are all entered into 

c 
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t h e  s y s t e m s .  F o u r t e e n  o f  t h e  s i x t e e n  s y s t e m s  accumulate t h e  
v a r i o u s  user c h a r g e s  and c o n s o l i d a t e  t h i s  i n f o r m a t i o n  i n t o  a 
m a g n e t i c  t a p e .  Magnet ic  tapes  o f  c h a r g e s  are t h e n  f o r w a r d e d ,  on  a 
mon th ly  b a s i s ,  t o  CAS f o r  u p d a t i n g  t h e  g e n e r a l  l e d g e r  a c c o u n t s .  
TWO b i l l i n g  s y s t e m s ,  t h e  La rge  R e s e a r c h  Animals  B i l l i n g  Sys tem and 
t h e  T i s s u e  C u l t u r e  B i l l i n g  Sys tem,  u s e  t h e  D i v i s i o n  o f  Compute r  
Resea rch  and Technology t o  p r e p a r e  reports  f o r  t h e  s e r v i c e s  and 
supp l i e s  p r o v i d e d .  However, i n p u t s  i n t o  CAS are  m a n u a l l y  p r e p a r e d  
u s i n g  h a r d  copy documents .  

I n t e r n a l  c o n t r o l  s t r e n g t h s  and 
weaknesses  

I n t e r n a l  c o n t r o l s  i n  t h e  sub-sys tems d i s c u s s e d  above  d i d  n o t  
a a p p e a r  adequate t o  e n s u r e  accurate p r o c e s s i n g  and r e p o r t i n g  of 

t r a n s a c t i o n  d a t a .  I n t e r n a l  c o n t r o l  s t r e n g t h s  and weaknesses  
f o l l o w s .  

I n t e r n a l  c o n t r o l  s t r e n g t h s  are:  

--User passwords  and t r a n s a c t i o n  c o d e s  t h a t  ( 1 )  i d e n t i f y  
i n d i v i d u a l s  a u t h o r i z e d  t o  e n t e r  t r a n s a c t i o n s  i n t o  t h e  s y s -  
t e m ,  s c r e e n i n g  o u t  u n a u t h o r i z e d  users and ( 2 )  l i m i t  t h e  
k i n d s  o f  i n f o r m a t i o n  t h a t  c a n  be p o s t e d  t o  e a c h  o f  t h e  
s y s t e m s '  f i l e s .  

- -Computer  e d i t s  o f  t r a n s a c t i o n  i n f o r m a t i o n  t h a t  v e r i f y  t h e  
c o m p l e t e n e s s ,  a c c u r a c y  and v a l i d i t y  o f  t r a n s a c t i o n s  and 
reject  i n c o m p l e t e ,  i n a c c u r a t e  and i n v a l i d  t r a n s a c t i o n  i n f o r -  
ma t ion .  

I n t e r n a l  c o n t r o l  weaknesses  are: 

--The Large  R e s e a r c h  Animals  and T i s s u e  C u l t u r e  B i l l i n g  Sys- 
t e m s  are  manual s y s t e m s  which d o  n o t - h a v e  any  documenta- 
t i o n .  C u r r e n t  procedures do n o t  e n s u r e  t h a t  accurate d a t a  
is used  c o n s i s t e n t l y  t h r o u g h o u t  t h e  b i l l i n g  process. 
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--The Pho tography  and P r i n t i n g  and R e p r o d u c t i o n  B i l l i n g  Sys- 
tems do n o t  m a i n t a i n  a r o t a t i n g  error f i l e ,  which means t h a t  
t h e r e  is  no  au tomated  a s s u r a n c e  t h a t  a l l  d a t a  r e j e c t e d  by 
computer e d i t s  are c o r r e c t e d  and  r e e n t e r e d  i n t o  t h e  s y s t e m s  
for r e p r o c e s s i n g .  

T OTHER CONCERNS 

I n  a d d i t i o n  t o  t h e  v a r i o u s  f i n a n c i a l  management s y s t e m s  d i s -  
c u s s e d  i n  t h i s  report, ou r  s u r v e y  d i s c l o s e d  t w o  o t h e r  areas of con- 
c e r n .  The f i r s t  is  t h e  d r u g  i n v e n t o r y  sys t ems- - the  Perpetual Drug 
I n v e n t o r y  and t h e  C l i n i c a l  Drug I n v e n t o r y  Systems--used by N I H  to  
c o n t r o l  t h e  d i s t r i b u t i o n  o f  d r u g s  w i t h i n  N I H .  The o t h e r  area o f  
c o n c e r n  is  t h e  s a f e g u a r d s  i n  place t o  protect t h e  D e p a r t m e n t ' s  
computer  equipment  t h a t  is  used t o  operate CAS. N e i t h e r  of t h e s e  
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areas were reviewed during this effort, due to time and staffing 
constraints. 

The Perpetual Drug Inventory System is a manual system which 
controls the distribution of drugs which are administered to 
patients within the NIH Clinical Center. The Clinical Drug Inven- 
tory System controls the drugs used for all cancer research. The 
Perpetual System monitors approximately $ 3  million worth of drugs, 
while the Clinical Systems controls $2 million. These systems 
represent areas of major risk to NIH and thus merit special concern 
due to the nature of the products they control. 

The other area of concern is the safeguards over computer 
equipment used to operate CAS. 
the availability of the system's passwords and the user's manual, 
which is why both should be under tight security. Because of the 
number of computers used in connection with CAS, it was 
impracticable to include them in our survey. However, we feel that 
this area along with the drug inventory systems should both be 
considered for a future review. 

Access to any system is based on 

SYSTEM DEVELOPMENT EFFORTS 

In 1977, NIH made a major decision to undertake the design and 
implementation of an Administrative "Data Base" system. It was 
further decided to operate the system under the IBM Information 
Management System based software. The following factors were a 
major influence on the NIH decision: 

--the Secretary of HHS directed that several management 
improvement initiatives be put into effect: vendor 
payments, debt management, and a general upgrading in the 
accuracy and timeliness of accounting data and systems, 

--pressure from vendors to improve voucher payment efficiency 
which resulted in the Prompt Payment Act, and 

--the NIH management's interest in effecting overall improve- 
ments in the administrative management process. 

It was the judgement of NIH management that the problems which c 
existed could not be corrected by focusing on just the accounting 
system, but required a concentrated effort on the general upgrading 
of the total administrative process, including the accounting I 

system. 

The current NIH accounting system is a batch oriented system 
which is being converted to the Administrative Data Base to improve 
the operating efficiency of the accounting system. Expected 
results are to: 
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--eliminate redundant systems and processing; 

--eliminate paperwork; 

--reduce administrative costs; 

--increase the accuracy and timeliness of all administrative 

--support other Departmental information and system needs; and 

data including accounting data; 

--bring together into one singbe system all operational and 
resources management data necessary for management 
decisions. 

The procurement, receiving and accounts payable systems are 
fully operational. The programming phase of this project was 
completed on August 1 ,  1983.  During this phase, all the system's 
programs were coded and tested. System documentation was completed 
on September 30,  1983. 

In addition, the Perpetual Drug Inventory and the Supply 
Operations Branch Billing Systems were included as an operational 
part of the Administrative Data Base System in October 1983. The 
Supply Operations Branch Billing System will be replaced by the 
Inventory Management System of the Administrative Data Base. The 
Tissue Culture and Bacteriological Media Billing System and the 
Large Research Animals Billing System will also be automated. 
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APPENDIX I 

OBJECTIVES, SCOPE, AND METHODOLOGY 

APPENDIX I 

This survey treated the National Institutes of Health as a 
financial entity and focused on identifying its financial manage- 
ment structure, related systems, and the internal control strengths 
and weaknesses in these systems. The survey applied GAO's Controls 
and Risk Evaluation (CARE) audit approach. 

SURVEY OBJECTIVES 

Our survey objectives were to ( I )  document all manual and 
automated systems at the National Institutes of Health that process 
financial transactions from the time they are authorized through 
final reporting of these transactions in internal and external 
reports, (2) identify the relationships between these systems, that 
is, the flow of information between different systems, and ( 3 )  
identify and document internal control strengths and weaknesses in 
the financial systems. 

SURVEY SCOPE 

This survey viewed the National Institutes of Health as a 
single financial entity. Therefore, we identified and surveyed the 
financial management systems in the various organizational com- 
ponents of the office. Survey work wag performed at the National 
Institutes of Wealth, Bethesda, Maryland. 

We documented the financial management systems in operation 
and identified based on available system documentation and through 
discussions with agency accounting, ADP systems, program officials, 
and review of prior GAO, Inspector General and special system study 
group reports, the internal control strengths and weaknesses in 
these systems. We did not perform any tests of system operations 
or actual financial information and transactions, The following 
sections present the definitions of a financial management system, 
internal control, and an agency system of internal control used in 
this s u r v e y .  

DEFINITION OF A FINANCIAL 
MANAGEMENT SYSTEM 

In ec?nsonance with GAO's Policy and Procedures Manual for 
Guidance for Federal Agencies (Titles 2 through 8 1 ,  we defined a 
financial management system for this survey, as the manual and/or 
automated systems that capture, record, summarizep and/or report 
f i n a n c i a l  and related quantitative information related to the: 

---Authorization of the use of resources. 

--Management of liabilities. 

c 

R 

--Receipt of revenue . 
--Disbursement of funds. 
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--Control of assets. 

--Control of appropriated funds. 

--Development and issuance of reports on the financial status 
of assets, liabilities, and appropriated funds and the 
financial results of program and administrative operations. 

In an April 18,  1983,  letter to the heads of Departments and 
Agencies, the Comptroller General announced changes to GAO's pro- 
cedures for approving agency accounting systems. In this letter, 
the Comptroller General reiterated the definition of an accounting 
systems in GAO Policy and Procedures Manual for Guidance of Federal 
Agencies. 

DEFINITION OF INTERNAL CONTROLS 
f 

On June 1 6 ,  1983, the Comptroller General issued the standards 
for internal controls in the federal government to be followed by 
agencies in establishing and maintaining systems of internal con- 
trols. The standards define systems of internal control as 

"The plan of organization and methods and procedures adopted 
by management to ensure that resource use is consistent with 
laws, regulations, and policies; that resources are safe- 
guarded against waste, loss, and misuse; and that reliable 
data are obtained, maintained, and fairly disclosed in 
reports." 

Processing procedures are those manual and/or automated procedures 
that govern capturing, recording, processing, summarizing, and re- 
porting of financial and related quantitative information. 
Internal control procedures and independent procedures provide 
evidence that processing procedures have, in fact, been followed. 

DEFINITION OF AN AGENCY'S 
SYSTEM OF INTERNAL CONTROL 

Most agencies operate several financial management -systems 
that process different types of financial transactions and provide 
information to each other. The individual financial management 
systems--taken together--form the agency's overall financial 
accounting, control, and reporting system. For example, most agen- 
cies have a general ledger/administrative control of funds system, 
and a subsidiary system that, for  example, process transactions 
relating to personnel/payroll actions, personal property, disburse- 
ments, receipts, loans, accounts receivable, and accounts payable. 
These systems--taken together--are the agency's overall financial 
accounting, control, and reporting system. 

3 

The financial management systems t h a t  make up an agency's 
overall financial accounting, control, and reporting system include 
both processing procedures and independent internal control pro- 
cedures, as defined in the preceding two sections. For this sur- 
vey, we defined an agency's system of internal control as all the 
internal control procedures--taken together--that are included 
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in all the financial management systems that comprise the overall 
financial accounting, control, and reporting system. 

NATIONAL INSTITUTES OF HEALTH 
FINANCIAL MANAGEMENT SYSTEMS 
INCLUDED IN OUR SURVEY 

Based on the foregoing definitions, we included in our survey 
the major manual and automated systems at the National Institutes 
of Health that: 

--Maintain general ledger accounts and produce financial 
report s . 

--Control appropriated funds. 

--validate information from subsidiary financial management 
systems that feed information to general ledger systems. 

payments to vendors. 
--Determine eligibility for, and authorize the making of, 

--Authorize acquisition of resources. 

--Record and account for assets and liabilities. 

SURVEY METHODOLOGY 

Our survey followed the requirements of GAO's CARE survey 
approach. Accordingly, our survey included identification and 
documentation of the: 

--Organizational structure and major organizational components 
and the mission of each component. 

--Accounting and related financial management systems, as 
previously discussed, and the interrelationships between 
these systems. 

--Internal control strengths and weaknesses in the systems 
based on the internal control strengths and weaknesses 
identified during the survey. 

" 
In consonance with the CARE audit approach our work entailed 

identification and documentation of the operations and related 
internal control strengths and weaknesses of the financial manage- 
ment systems based on ( 1 )  available agency system documentation, 
(2) discussions with cognizant agency accounting, program, and ADP 
systems officials, and ( 3 )  prior issued GAO, Inspector General, and 
special study group reports. Our survey was made in accordance 
with our current "Standards for Audit of Governmental Organiza- 
tions, Programs, Activities, and Functions, except that no tests 
were performed of system operations or of information processed by 
and recorded in these systems. 
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cycle Control Objectives 

~uthor ization 

1. 

NATIUJAL I N S T I " E S  OF HEALTH--AssEl' AND LIABILITY MA"T CYCLE 
1- CuVrRoL SrriENOIHs AND WEAKNESSES 

Controls in place 

Supplies-MMS (including drugs) 

Sources of assets and 
liabilities should be 
authorized in accordance with 
laws, regulations and 
management's policy. property 

Obligated transactions are created during the initial entry of 
purchase orders. 
certifying the availability of funds for obligation transactions. 

?he accountfng section is responsible for 

When purchase orders are received from the Procurement office, 
the property Accountability Unit screens each purchase order to 
determine which contain nonexpendable property. 

Advances 

Grant applications are reviaved by an advisory council and 
initial review group for relevancy before they are approved. 

See cycle mntrol objective 1. 2. m e  amunts, timing and 
conditions of transactions 
should be authorized in 
accordance with laws, 
regulations and management's 
policy. 

3. fie amounts, timing and 
conditions of expenditures of 
funds should be authorized in 
accordance with laws, 
regulations and management's 
plicy. 

Control Wealmesses 

Supplies 

When received and entered into the data base an accounts payable is 
generated. 
chase order data in the system with the invoice. 
ment transaction is generated as input into the accounting system. 

property award payment. NIH has no assurance 

When property is received, an accountability section employee station- 
ed in the suFply operations branch receiving area offices affixes a 
nWKiCa1 decal and cites other identifying information on the yr- 
chase order. 
Accountability Section where they are entered into the system creating 
a pKop2rtY record. 
affecting the general ledger are forwarded to the Division of 
Financial Management. 

NIH does m t  have one system to con- 
trol cash advances to contractors and 
grantees. The NIH IMPAC system 
authorizes grant awards the and 
Office of Secretary's DFAFS makes 

that all expenditures are reported. 

A clerk in the Accounts Payable Section matches the pur- 
If payable, a pay- 

These docents are forwarded to the Pmperty 

Each month copies of all property transactions 
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Cycle Omtrol Objectives 

4. Wjusbnents to asset and lia- 
b i l i t y  a m t s  and a m n m t  
distributions should be 
authorized i n  accprdance with 
managanent's policy. 

procedures should be establish- 
ed and maintained i n  acOOrdance 
with mamgement's policy. 

 cona any, Efficiency ard Effectiveness 

5. Asset and l i a b i l i t y  management 

6. 

7. h, 
00 

8. 

9. 

10. 

11. 

Cycle results should be i n  
amrdance  with laws, regula- 
tions and managanent's policy 
and plans. 

Cycle results should be achiev- 
ed i n  an eronanical and e f f i -  
c ient  manner. 

processing procedures used to 
create, recognize and report  
events and related transactions 
should be emnanical and e f f i -  
cient. 

W y  those requests to buy or 
sell assets t h a t  meet laws, 
regulations and management's 
policy s h l d  be a p m e d .  

Assets and l i a b i l i t i e s  acquired 
should be accurately and 
pranptly reported. 

wtirements or disposi t ions of 
assets to outs iders  should be 
accurately and pranptly reported. 

controls  in p l e  

see cycle control objective 3. 

See cycle control object ives  1, 2, and 3. 

me NIH Material kmagement system, property system a d  IMPAC system 
a l l  autamatically generate a series of hardapy reports for  
management's use. 
the  Central Acmunting System. 

See control object ives  1, 2, 3, and 6. 

Also a standard chart  of accounts is maintained f o r  

control weaknesses 

me Perpetual Drug inventory system 
a t  N I H  acoounts f o r  about 1800 item 
anounting to $3 million annually. 
lhis is a manual system, however, 
autaMtion plans are underway. Also, 
two of  the sixteen NIH b i l l ing  
systems are manual. 

See objectives 1, 2, 3, and 6. An A i n i s t r a t i v e  data  base is used to 
process transactions re la t ing  to the acquisition of goods and services 
(including drugs). 

see cycle control  objective 3. 
me buying, se l l ing ,  t ransferr ing and disposal of assets  is docunented 
i n  the  Unexpendable Personal Property System documentation and the  
Materials Management User's a i d e .  

See control object ives  1 ,  3, and 6. Periodic physical inventories are 
taken of  personal property and drugs. 

See control object ive 9. 
personal p r o p r t y .  

periodic physical inventories are taken of 
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cycle Control Objectives 

12. 

1 3 .  

Amounts due from or to pur- 
chasers and creditors, and the 
accounting distribution of 
those amunts, should be com- 
puted accurately and promptly 
remqnized as assets OK 
liabilities. 

Changes in values should, where 
required by generally accepted 
governmental accounting princi- 
ples, be computed accurately 
and reqnized pranptly. 

Classification 

14. 

15. 

16. 

17. 

Amounts due to creditors, and 
related adjustments, should be 
accurately and pranptly classi- 
fied, smarized and reported. 

Purchases and sales of assets, 
changes in liabilities and 
related adjustments should be 
accurately aFplied to the 
proper subsidiary accounts. 

Journal entries for assets and 
liabilities acquired and 
retired, and related adjust- 
ments, should be prepared and 
posted each acmunting period. 

Journal entires should SUR- 
marize and classify economic 
activities in acoordance with 
management's plan. 

NATICNAL I N S P I W I T S  OF HEALTH--ASSE!" AND LIABILITY M A N M E W  CYCLE 
INPERNAL C m L  s-s AND wEpJ(NEssEs 

controls in Place 

See control objectives 3 and 6. 
used to process transactions. 

Administrative data base system is 

See amtrol objectives 3 and 6. 

See control objectives 3 and 6. 

See control objectives 1, 3, and 6. 

See control objectives 3 and 6. 

See control objectives 3 and 6. 

. .  

Control Weaknesses 
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Cycle Control Objectives 

Authorization 

1. vendors should be authorized in 
acoordance with laws, regulations 
and management's policy. 

2 .  The types, estimated quantities, and 
prices and terms of goods and 
services needed should be authorized 
in accordance with laws, regulations 
and management's plicy. 

Pdjustments should be authorized in 
accordance with laws, regulations 
and managenmt's policy. 

4. Procurement cycle processing 
procedures should be established and 
maintained in accordance with laws, 
regulations and management's policy. 

3. 

~mncany, Efficiency and Effectiveness 

5.  Procurement cycle operations should 
be in accordance with laws, 
regulations and management's policy 
and plans. 

JI 

NATIONAL 1NSl'I"ES OF HEALTH--PROCUREMENT CYCLE 
INPERNAL CoNpIioL STRENGIHS AND WEAKNESSES 

Controls in Place 

The Reports and Accounts Control Branch, DFM maintains an on-line 
characteristics (vendor) file with the name and address of all 
vendors and persons that NIH does business with. Each day the 
Accounts Payable Section receives an alphabetical listing of this 
file. 
to each payment by the Branch. 

The requestor for goods and services prepares a requisition which is 
suhitted to the purchasing agent. 
this data into the data base and a purchase order is generated. 

It is the duty of this Section to record the correct number 

m e  procurement clerk enters 

Mjustments are supprted by documents. 
fully documented and reported to the Board of Survey, for 
consideration and dispsition. 

The Materials Management Users Guide documents the procurement cycle 
processing procedures. 

unexplained losses are 

Data base management system used to process transaction. 

L 

Control Weaknesses 
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Cycle Control Objectives 

6 .  Procurements should be achieved i n  
an e m m i c a 1  and e f f i c i e n t  manner. 

7. Procurement procedures Used should 
be emnomica1 and ef f ic ien t .  

mansaction processing 

a. 

9. 

10. 

11. 

m l y  those requests of vendors for 
goods or services  t h a t  meet 
management's criteria should be 
approved. 

chly requested gmds  and services 
should be accepted. 

coods and services accepted should 
be accurately and prcmptly reported. 

Amounts due to vendors f o r  goods and 
services accepted, and the 
accounting d is t r ibu t ions  of  such 
arounts, should be m p u t e d  and 
remgnized as liabilities pranptly. 

Controls i n  Placle 

rnta base management system is used €or the  procurement process. 

Data base management system used  to PK-SS transactions. 

See objective 1. 

When g o d s  are received, t h e  receiving c le rk  i n  the receiving 
location w i l l  reconcile the purchase order with the receiving 
report. fie delegated receiving o f f i c e r  keys receipt  of goods i n t o  
the data  base. 

When g a d s  and services are received, the receipt  is keyed in to  the 
data  base a t  the receiving location. 

When gmds are purchased, the procurement c lerk types da ta  in to  the 
data  base which generates an obl igat ion and a purchase order. When 
received and entered i n t o  the d a t a  base an accounts payable is 
generated. 

Control Weaknesses 
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Cycle Control Objectives 

12. 

13. 

14. 

15. 

16. 

ZmJunts due to vendors should be 
accurately and promptly classified, 
sunnarized and reprted. 

purchasing adjustmnts should be 
accurately and promptly classified, 
smrized and reported. 

Liabilities incurred, and related 
adjustments, should be accurately 
applied to. the proper vendors' 
amunts. 

Journal entries for amounts due to 
vendors and related adjustments 
should be prepared each accounting 
period. 

Purchasing journal entries should 
sunnarize and classify economic 
activities in accordance with 
management's plan. 

Substantiation and Evaluation 

11. &corded balances of awunts 
payable, and related transaction 
activity, should be periodically 
substantiated and evaluated. 

NATIONAL INSl'I'RJIES OF HEALTH-- CYCLE 
I ~ ~ s I . R p I G M S A N D w E A K N E s S E s  

Controls in Place 

The Cperations Accounting Branch provides the Procurement Section 
with a definition or description of each object class. Procurement 
determines which object class an order should have before ordering 
items. The Acmunting ClassiPication Section validates the object 
class and has authority to change if necessary. 
receives a listing of each obligation in the data base. 

See objective 12. 

%is section 

See Objective 1 .  

Written chart of accounts containing a description of each account. 

Not surveyed. 

see objective 2. 

Control Weaknesses 
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cycle control Objectives 

physical Safeguards 

18. 

Controls in Place 

ZLCcess to purchasing, receiving and 
disbursenent records, critical disbursement transactions. 
forms; processing areas, and 
processing procedures should be 
permitted only in accordance with 
management's criteria. 

mere is a restriction of access to terminals which generates 

, , . ,  

Control maknesses 
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Cycle Contml Objectives 

Authorization 

Controls in Plae 

1. Grant eligibility requirements M t  surveyed. 
sbuld be authorized in accordance 
with laws, regulations ard 
managenent's policy. 

2. Information and method used to 
publicize the program should be 
authmized in awrdance with laws, 
regulations and management's policy. 

procedures should be established and 
maintained in acoordance with laws. 
regulations and managemnt's policy. 

4. Grantee pmcedures for control, use 
and reporting of grant funded 
operations should be authorized in 
acoordance with laws, regulations 
and management's policy. 

ecOnomy, Efficiency and Effectiveness . 

5. Grant progran results should be in 
accordance with laws, regulations 
and management's policy and plans. 

NDt surveyed. 

3. Grant application processing M t  surveyed. 

Not surveyed. 

Not surveyed. 
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Cycle Control Objectives 

6. program r e s u l t s  should be achieved 
i n  an emmical and e f f i c i e n t  
manner. 

and report  grants  and related 
transactions should be economical 
and ef f ic ien t .  

7. peocedures used to review, process 

mansaction processing 

cont ro ls  i n  Place 

Mt  surveyed. 

Not  surveyed. 

8. Only those grant  requests t h a t  meet 
t h e  e l i g i b i l i t y  requirements should 

A l l  g r a n t  a m l i c a t i o n s  are reviewed by i n i t i a l  review groups and an 
advisory council to determine i f  they are relevant and should be 

be approved. agproved. 

9. Resources (personnel, supplies and 
overhead costs) incurred f o r  grant  
processing should be accurately and 
pmnptly reported. 

10, wants issued should be accurately See object ive 9. 
and pranptly reported. 

11. rneourcxs used, proqrm r e s u l t s  and 
related adjusbnents should be 
accurately a m l i e d  to the praper 
records. 

Nt surveyed. 

c l a s s i f i c a t i o n  

12. eats and costs of pmxssing mt surveyed. 
should be surnrarized each period and 
c lass i f ied  in accordance with 
management’s policy. 

I -i 

Control i+=aknesses 

N I H  does not  have control  over 
cash advances to contractors’ and 
grantees’ foreign awards. The NIH 
IMF-AC system through DFAFS 
authorizes  gran t  award while t h e  
05 DFAFS makes award payments. 
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Cycle Control Objectives 

13. Reports should be prepared 
accurately, pranptly and on a 
consistent basis that aaegUately 
presents the information they 
purport to display. 

Substantiation and Waluation 

14. 

15. 

16. 

I*?corded data should be periodically 
substantiated and evaluated. 

The distribution of costs to 
accounts should be periodically 
reviewed and evaluated. 

han tee  remrds should be 
periodically substantiated and 
evaluated. 

ehysical safeguards 

17. Access to grant and cost a-unting 
remrds, c r i t i ca l  forms, processing 
areas and processing procedures 
should be permitted anly in 
accordance with managemnt*s pliq. 

Cmtmls in Placn 

'Ihe IMPAC system automatically generates a series oE hardcqy 
reports. 

M t  surveyed. 

Not surveyed. 

M t  surveyed. 

Not  surveyea. 
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cycle Control Objectives 

Authorization 

Disbursements should be authorized 
in accordance with laws, regulations 
and management's policy. 

Mjustments to disbursements and 
amunts distributions should be 
authorized in accordance with laws, 
regulations and management's policy. 

Disbursement processing procedures 
should be established and maintained 
in accordance with laws, regulations 
and management's policy. 

Economy, Efficiency and Effectiveness 

4. 

5. 

6 .  

Disbursement cycle results should be 
in accordance with laws regulations 
and managant's policy and plans. 

Disbursements should be made in an 
economical and efficient manner. 

Disbursement processing procedures 
used to create, recognize and report 
events and related transactions 
should be economical and efficient. 

NATIoNAt 1NSTI"ES OF H!ZALO'IH-OR~ER DISBURSE- CYCLE 
I " A L  O L  STRENXW AND WEAKNESSES 

Controls in Place 

me Reports and Accounts Control Branch maintains a vendor file for 
all vendors including proper EINS, and addresses. 

Authorized personnel make a manual check of invoims for 
adjustments. 
freight charges. 
and stamped. 
system will not allow payment above what's on the authorized order. 

Disbursement processing procedures are documented in the Materials 
Management User's Guide €or the clerks use. 

The only adjustments on an invoice should be for 

Because disbursements are part of the data base, the 
mese charges should be docunented on the invoices 

Turn-arod time analysis of payments are made. 
inhouse analysis of the cost to process transactions. 
reports are produced. 

See objective 5. 
Data base management system used to process transactions. 

Also there are 
Wrkload 

Control Weaknesses 
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cycle Control Objectives 

mansaction processing 

7. 

8. 

9. 

10. 

Chly those requests for disburse 
ments that meet management's 
@icy should be approved. 

Disbursements should be accurately 
and promptly reported. 

&mounts due to vendors for goods and 
services accepted, and the account- 
ing distributions of such amOunts, 
should be canputed and recognized as 
liabilities promptly. 

Each disbursement of cash should be 
based upon a recognized liability, 
be accurately prepared and be 
appropriately authorized. 

11. Disbursements should be accurately 
and pmptly classified, slarmarized 
and reported. 

NATICNAL 1NSTI"ES OF HWTII-OTHER DISBURSEMENT CYCLE 
It?rERNAL a 3 r r F a L  EnREmms AND WEAKNESSES 

Controls in place 

m e  Reports and Accounts Control Branch, DFM maintains an on-line 
characteristics (vendor) file with the name and address of all 
vendors and persons that N I H  does business with. Each day the 
Accounts Payable Section receives an alphabetical listing of this 
file. 
each payment by the Branch. 
See objective 1. 

"be Central Accounting System prcduces a number of reports on the 
results of processing transactions which are sent to all levels of 
management. mis is a report 
of every transaction processed for the week. 

when purchasing goods, the Procurement clerk types data into the data 
base which generates an obligation and a purchase order. When goods 
are received, the receiving sections key in the receipts to the data 
base generating an amunts payable. 

It is the duty of this Section to record the correct number to 

che such report is the "12" report. 

Once goods are received, the procurement officer matches the 
receiving report with his copy of the P/O. At the delegated 
receiving office, the delegated officer will enter into the terminal 
what was received and the date of receipt. ?he invoices are mailed 
directly to the Accounts Payable Section. 
will enter into the terminal, an invoice number, P/O number from 
their copy of the F/O, invoice date and invoice total. The computer 
will indicate only those lines on the P/O that are payable. "be 
clerk will actually check the screen against the hardcopy invoice. 
If payable, a disbursement transaction is generated into the Central 
Accounting System. 

See objective 9. 

A clerk in this Section 
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Cycle control Objectives 

Classification 

12. Qsh disbursements and related 
adjustments should be accurately 
and prunptly classified, smrized 
and reported. 

13. Liabilities incurred, cash 
disbursements and related 
adjustments should be accurately 
applied to the proper vendors' 
accwnts. 

14. Wansactions for amounts due to 
vendors, cash disburmnts and 
related adjustments should be 
prepared each period. 

15. Disbursements should be smrized 
and classified in accordance with 
management's plan. 

Substantiation and Evaluation 

16. Feaxded balances of disbursements, 
and related transaction activity, 
should be periodically substantiated 
and evaluated. 

N4TIC"t INSTITIRFS OF HFAL?H--ORIER DISBURSF- CYCLE 
J s ?mD WI??SSES It?rErnCcNI7K)L smJmmw 

Controls in Place 

See objective 11. 

See obiective 7 .  

Chart of accwnts. 

See Cbjective 11. 
CAS generates a subobject class Report which shows how much has been 
disbursed for each object class. 

Disbursenents are remnciled monthly with both the 101 disbursing 
funds general ledqer account series and the Pqency Statement of 
Wansactions, SF-224. 
a weekly detail transaction report ("12" report). 
distributed to DFM accounting branches and NIH institutes and 
off ices. 

Fach transaction processed is printed out on 
%is report is 
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cycle Control Objectives 

physical Safeguards 

17. 

18. 

Access to disbursement rwrds, 
critical forms, processing areas and 
processing procedures should be 
permitted only in accordance with 
management's policy. 

m s s  to purchasing, receiving and 
disburmnt records, critical 
forms; processing areas, and 
processing procedures should be 
permitted only in accorance with 
management's criteria. 

Controls in Place Control Weaknesses 

Because disbursements are part of the data base, there are no 
hardwpy records of disbursements. The only terminals for 
generating disbursements are in the Acoounts Payable Section, this 
is the only section with the ability to u s e  key words and ID'S to 
generate a disbursement transaction. 
deleting a payment. It is located in the Disbursing Services 
Section. Everyone can query the system, but not everyone can 
generate spcific data. 

mere is a restriction of access to terminals which generate 
disbursement transactions. 

!Ikre is only one terminal for 



Cycle Control Objectives 

Authorization 

1. Data entered to reporting systems 
should be authorized in accordance 
with laws, regulations and 
management's policy. 

Controls in Place 

"be NIH Central Accounting System is an automated system which 
utilizes a standard chart of accounts. 

2. Reprting system processing The Central Accounting System generates various reports monthly and 
annually on the status of funds and the G/L accx)unt balances. procedures should be established and 

maintained in accordance with laws, 
regulations and management's policy. 

Economy, Efficiency and Effectiveness 

3. reprting should be in accordance 
with laws, regulations and 
management's plicy and plans. 

4. reprting should be achieved in an 
emmical and efficient manner. 

See cycle mntrol objective 2. 

Not surveyed. 

Control Weaknesses 

m 
2 
tl 
X 
H 

H 
H 
H 

P v 
v 
m 
3 
H 
X 
H 
U 
H 

I 4 
I 



? L 

Cycle Control Objectives 

5 .  Wprting procedures used should be 
ecomical and efficient. 

;ransaction processing 

6 .  Only those reports that meet 
management's policy should be 
aFpnnred. 

7. Reports should be prepared 
accurately and pranptly. 

8. Relevant disclosure data should be 
gathered accurately and pranptly. 

9. Felevant disclosure data should be 
accurately surmarized and reported. 

10. File and account balances should be 
accurately and pranptly reported. 

11. Consolidation of reports should be 
accanplished accurately and 
pranptly 

Classification 

12. &porting entries should classify 
activities in accordance with 
management's plan. 

Controls in Place 

Not surveyed. 

As a result of the user satisfactionaquestionaire we found that 156 
of the 209 users of management reports generated by the NIH Central 
Accounting System actually use the reports. 

Of the 156 users Of NIH management reports, 152 or 97 percent 
reported all or mst of the information in the reports as being 
accurate. 

See objectives 2 6 7. 

See cycle control objectives 2 and 7 .  
CAN and the standard chart oE acrounts to accurately sunnarize and 
report data. 
nunber file are.used to edit transactions for valid CAN. 
is invalid the transaction is rejected by the System and is printed 
out on a rotating error file. 

Also, the CAS utilizes the 

Internal edit checks such as the m n  accounting 
If the CAN 

data base management system used to process transactions. 

See objectives 1, 2 & 7. 

See objectives 1 and 2. 

Control weaknesses 
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cycls control objectives Controls in Place 

13. Wprts should be prepared See cycle oontrol objectives 1, 2 and 7. 
accurately and p-tly, be prepared 
on consistent bases and fairly 
present the information they purport 
to display. 

substantiation and Evaluation 

14. m r d e d  balances in the records m t  surveyed. 
should be periodically substantiated 
and waluated. 

physical safeguards 

15. ~ccess to records, critical forms., 
processing areas and processing 
procedures should be permitted only 
in accardance with management's 
policy. 

M t  surveyed. 

Olnprehensive audit of the entral 
Prccounting system has not been 
performed. 
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APPENDIX IV APPENDIX IV 

NIH SYSTEMS NOT REVIEWED 

Management Systems for Program Analysis and Evaluation 

NIAMDD Grants Program 

NIDR Research Projects Management System 

Program Information System 

United Computing System 

N I G M S  Grants and Awards File 

NICHD Grants and Contracts Systems 

Administrative Information Management System 

NIA Data Reporting and Evaluation System 

DRR Management Information System 

SOB Revolving Fund Program Maintenance and Production 

Facilities Cost Accounting System 

Survey of Graduate Science Student Support 

Reporting to DHEW Obligations to Institutes of Higher Education 

Organization 

Federal Survey of Health R&D Obligations 

Personnel Data System/Terminal Data Collection Service 

Automated Retrieval of Manpower Statistics System 

National Cancer Program/Management Information System 

Contract Management System 

Drug Distribution and Protocal Monitoring System 

DCT Budget Management System 

BCB Data Management 

Financial and Accounting Analysis 

Budget Formulation and Presentation Support System 

NHLBI National Plan Implementation 
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APPENDIX IV APPENDIX IV 

NHLBI Information System 

NIEHS Warehouse Inventory System 

NIEHS Budget Reporting System 

Automated Budget Formulation System 

Contract Data Collection Program 

Indefinite Delivery Contract Program (Wylbur) 

Time and Attendance and Flowback Data From HEW Central Payroll 

System 

Perpetual Drug Inventory System 

Clinical Drug Inventory System 

DRR Management Information System 

NCI Personnel Data System 

NCI Grant Supported Literature System 

Grant Elements Network--Internal Users Systems 

NCAB Action Letters System 

NIDR Personnel Management Systems 

ARMS System 
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APPENDIX V APPENDIX V 

GAO Note: This coinmant d i d  not r e s u l t  i n  a change to the t e c h n i c a l  
~uininary. 

A l s o  I clie report axcludos che Pcocureuonr Branch b i l l i n g  sysCoiu, rhus 
there  are 16 bil . l . ing systems l n s c o s d  of 15. Also, only the Large 
liesoarch Ani l l la1  b i l l i n g  syscein i s  manual and only p a r t i a l l y  iiianual. 
A l l  snimnl i s s u e s  and Carnivore Unit holding days have been automate$. 

In acld.itlon, the Tissue Culture and U a c t e r i o l o ~ $ c s l  Media billing 
~yr;i:t3111 wfi hoi i i i ;  ~ i u ~ o i ~ u ~ c a r l  n c the ~:i.ina o f  C A O ' s  roviow ond i s  currently 
0 p Y Ci l  c i Qlla 3. * 

I ' ~ ~ ~ 1 . ' ; l l l l i l l : L l l ~ ~  T O U  i lL l~Ol lVJCJ. l lC ,  C h U  CJEIWr I l O l d i l l ~  day bSI. l i l lgS 1111 8 bo~tlbl. 

GRO Note: 'I!his conirnenI: resulted i n  a change Lo t h e  suiiiiiiary. Sot? 
pages 5 and 2 1 ,  

TIVI lik~lscwure!/Ckip \ h u l l i n g  b i l l i n g  rsyscoiu i s  opora ~ s d  by clic U i v i ~ i o n  
of Safety  and n o t  tho  Division o f  Roeearch Services as indicated i n  
the rcporc.  

GAO Note: This  
Page 

comment: resulted i n  a change to tho summary. See 
17. 

YAgency comments were based on a review of a d r a f t  of the  t e c h n i c a l  
summary, and a s  a consequence, the  page numbers re ferred  to i n  t h e  
comments do  not  correspond to page numbers in t h e  t e c h n i c a l  summary. 
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APPENDIX V APPENDIX V 

G A ~ J  ~ o k e :  T h e m  coiiimants A i d  nok roau1.k i n  a cl-icnnge k o  the 
L: u c I I n j. c EI 3 :g 11 i i i i i i  R cy , 

l'l\c! draft i ~ l d h ~  E88 C h k l L  Si11 il1terrlal C O l 1 C r O l  de f i c i ency  e X i R C R  Lliu 
s~1gp1.y opera t ions  13rancli b i l l i n g  systoio because the re  i s  "no up-front 
v a l i d a t i o n  of  coiiunon account ing  numbers (CAN) f o r  N I H  c r e d i t  c a r d s "  I 
The conclus ion  i s  t h a t  goods can be purchased wi th  a n  exp i r ed  o r  
I.nvnll.d ci:oclic card. 1 do n o t  b e l i e v e  t h i s  war ran t s  being lnbolod art 
ini:crnaI. control.  W O W I C W ~ H B ~  Each yoar the f i s c a l  year i n d i c a t o r  and 
clio color of c red i t  cards changes.  Personnel  i n  the  s taroa aro  
iwer r t c rad  on the proper usago o t  c a r d a t  I am no t  aware o f  any cases 
where a n  exp:Lred card was used. I n  any event, i f  an 'expired c a r d  waa 
accapcod the o n l y  iinpact i s  that  the wrong f i s c a l  year would be 
cluiryed f o r  tho purclwael Tl i ia  would bo i d e n t i f i e d  on t h e  weekly 12 
reports and the nionthly b i l l s  sent t o  t h e  BID8 budget o f f i c e r .  

licfiardina i n v a l i d  c r o d i t  c a r d s ,  I ai11  no^ eure w h a t  i s  meant but  I 
will U E E U ~ O  an i n v a l i d  c r e d i t  card  i a  one t h a t  had a CAN imprinted on 
i t  t h a t  d id  no t  e x i s t  o r  WAS no t  v a l i d  i n  che current f i a c a l  year, 
l :E  I:li%s uccurrod :I.c wou3.d bo i d a n c i f i o d  in tlia setm inonEli r\inc i.c 
was i i i 3 s d  ~ Q C ~ U ~ B  i t  would r e j w c  €ram the monthly b i l l i n g  systein, A 
copy of-' the signed r e c e i p t  would be obta ined  and the  Q I D  i d e m i f i e d  
by a 3 d i g i t  code t h a t  i 6  also impr in ted  on the  c r e d i t  ca rds .  The 
Admin i s t r a t ive  O f f i c e r  of the a rea  would be n o t i f i e d ,  t h e  c o r r e c t  
CAW would bo clurpad and the card would be c o r r e c t e d .  I do not 
h e l i a v e  the v u l n e r a b i l i t y  o r  r i sk  of f raud,  wasto o r  abuae e x i s t s  to  
l a b e l  t h i s  a n  i n t e r n a l  concvol  d e f i c i e n c y ,  

GAO N o t e :  Theae  cominonts r o s u l t e d  in a delation oE t h i s  interna.l 
control d e f i c i e n c y  from the technical suininary. 

c 

Eloroovar, the r e p o r t  i gnores  t h o  f a c t  t h a t  beginning October 1, 19113, 
cha Supp:l.y Opera t i o n s  Ilranch b i l l i n g  system that GAO r o v i a i ~ e d  will bu 
rep laced  by t h e  Inventory  Nanagonionf Syatein of tho AUlL Under Elie 
no\g t3y~f0111,.'np-Pront P d i E s  o f  CANE W i l l  OCCUL' t  

" 

GAO Note! T h i s  comment has been incorporated in the technical 
summary, See page 21 , 
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GAO NoLo: i.L'hese edi tor ia l  cliangos have been incorporated i n  the 
technical Ruminary. See pages 5 and 111. 

F i n a l l y ,  I clo no t  b o l i e w  the GAO undarafands rhe  true purposo ~f t h o  
A d l i l ~ n i i 3 C L % t i V P  lhka lbso. E L  i s  iioc "Clto subsidiary l u d g o r  f o r  
proctirenruiit o f  goods and ssrvIccs" as  I n d i c a t e d  in tho r e p o r t .  

Y 

I 
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-.. F ~ g c  6 - Tho doecr ipr ion  o f  IMPAC shduld be ctianaed t o  r iad,  " i s  a cornputor 
bnead infoulna c i o n  sysccin daalinl( with the extramural programs o f  the NXFI , 
ill.: wcR.1. a ~ i  other iiiteiiciuu o f  tlis 1'118," While they (and any O ~ E I  e l sa ,  for 
chuc i i i ~ t t e r )  m y  "record N T H  granr obliyirsione,.!! .E bel iovo  that  8oiiio nay 
dr;iw C I I C  ercoiioous asarilliptioal Proiu time phrase that  TElPAC coiicuirw tho 
o f  f i c i s l  obLlgacion8, 

GAQ ~ o t e :  Thia comment: did not: result i n  a ahange to tho technical 
summary . 

!age 14, fourth l i n o  f c m  boctoiil - The word "principl?;  shou ld  be clianged c:'o 
priucipal * " . <  

GAO ~ o t e r   his editorial change has been incorporated i n  tho 
summary. Bee page 9. 

...I Page 1s - Tho soiitonco reyardin8 the "OL'COF l i s c i n g "  ( t h i r d  l ine  from the top) 
appear6 t o  ba entirely our c f  place, 
tho Pirac paragraph on page 14 I 

GAO may have intended i t  Lor usage in 

OAO N o t o :  N o  changes were made to tho summary as a result of t h i s  
comment , 

'f 

GAO Noter T h i s  comment resultecl in a change to the summary. See 
page 1 4 .  
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GAO Notar These comments d i d  not reeult in a change ta lrho 
!x c h ii i OR 1 D w n a  r y . 

The firac coinmenf under Control Weaknerse8 found $n the aftnchment to  the 
raporr s p u k e  Eo our lack O B  colltrol avor carh advttnceo, IPWAC, end UPAFS, 
Tho rucornmmdation that "Thaeo two funct~onr rhould ~ 0 1 1 1 0  how be morged i n t o  
one NIH system" needs dincussion, tq, bo aurol 

OAO Note: This comment resulted i n  a ahange to the summary, See 
page 27. 

U . S .  GOVERNMENT PRINTING OFFICE: 1 9 8 4  4 2 1 - 2 3 0 1 1 3 8 8 8  
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